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Project ObjectivesProject Objectives
TheThe mainmain goalgoal ofof thisthis projectproject isis toto designdesign andand createcreate aa programprogram withwith aa GraphicalGraphical UserUser InterfaceInterface (GUI)(GUI)
thatthat willwill generategenerate aa randomrandom numbernumber toto bebe usedused inin datadata encryptionencryption..

Everyday,Everyday, thethe CoastCoast GuardGuard ConductsConducts 7878 searchsearch--andand--rescuerescue missions*,missions*, manymany ofof whichwhich useuse smallsmall boatboat VHFVHF
radioradio communicationscommunications.. OfOf thesethese 7878 missions,missions, nonenone havehave completelycompletely securesecure radioradio communicationcommunication..
InformationInformation transferredtransferred onon thethe EncryptedEncrypted AutomaticAutomatic IdentificationIdentification SystemSystem isis encryptedencrypted butbut notnot wellwell--
protectedprotected.. Meanwhile,Meanwhile, VHFVHF radioradio communicationscommunications betweenbetween smallsmall boatsboats areare notnot encryptedencrypted atat allall.. AsAs longlong

Background InformationBackground Information

asas bothboth systemssystems areare unprotectedunprotected inin thisthis manner,manner, theirtheir integrityintegrity isis compromisedcompromised..

VHF RadioVHF Radio
Transmitter/ReceiverTransmitter/ReceiverBM3 on the VHFBM3 on the VHF VHF TowerVHF Tower

Encrypt/DecryptEncrypt/Decrypt Encrypt/DecryptEncrypt/Decrypt

Methods / System DesignMethods / System Design
We intend to use a code module, called We intend to use a code module, called CryptoSysCryptoSys API, which is already written and federally API, which is already written and federally 
approved for government use.  The software will interface with a GUI that, when prompted, will approved for government use.  The software will interface with a GUI that, when prompted, will 
output a random hexadecimal number. The length of the number is determined by the input output a random hexadecimal number. The length of the number is determined by the input 
provided to the GUI by the user. provided to the GUI by the user. 

A primary focus is to make the final product userA primary focus is to make the final product user--
friendly and suitable for the Coast Guard.friendly and suitable for the Coast Guard.

Functional Requirements

Graphic User Graphic User 
Interface (GUI)Interface (GUI)

Data Flow DiagramData Flow Diagram

Meets NIST standard FIPS 140-2

Must run on Windows XP

Must run in less than 1 minute

Must run in less than 1 Gb of memory

User interface must be a GUI

Output must be ready for copy-and-paste with the 
option to create a text file

Project TimelineProject Timeline

Feb. 29:  GUI completedFeb. 29:  GUI completed
Mar. 21:  Test Plan completedMar. 21:  Test Plan completed
Apr. 1: GUI testing completedApr. 1: GUI testing completed option to create a text file

The key must be a variable length (at least 64 bits)

The key must be output in hexadecimal

Apr. 1:  GUI testing completedApr. 1:  GUI testing completed
Apr. 4:  Design Specifications completedApr. 4:  Design Specifications completed
Apr. 17:  Testing by Sponsor completedApr. 17:  Testing by Sponsor completed
Mar. 24:  Draft of Project Paper completedMar. 24:  Draft of Project Paper completed
Apr. 24:  Response to Sponsor testing completedApr. 24:  Response to Sponsor testing completed
Apr. 29:  Project Binder completedApr. 29:  Project Binder completed

*http://72.14.205.104/search?q=cache:Hhvk3bBVN9cJ:www.uscg.mil/top/about/doc/uscg_snaps
hot.pdf+everyday+the+Coast+Guard+will&hl=en&ct=clnk&cd=1&gl=us 


