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I t d tiIntroduction
What – Key generator for encryptionWhat – Key generator for encryption

Why – Two communities in needWhy Two communities in need

Encrypted AISEncrypted AIS

Small Boat comms
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I t  ( t)Intro. (cont)

Impact on the Coast Guard
OPSECOPSEC
Privacy
federal standards

Relevance – applicable fleet-wide
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SBU C i tiSBU Communication

What is it? 

Wh t it?Why encrypt it?

What do we need?What do we need?
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B k dBackground
Physical security analogyPhysical security analogy
Random Number Generator 
(RNG)(RNG)
National Institute for Standards 
and Technology (NIST)
Federal Information Processing 
Standards  (FIPS) 140-2
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B k d ( t )Background (cont.)
Advanced Encryption Standard (AES)

C t H dCurrent Hardware

C t S ftCurrent Software
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ObjectivesObjectives
Create a program that uses Graphical 

User Interface (GUI)User Interface (GUI)
Generates random key
User-specified length
Encrypts/Decrypts the keyEncrypts/Decrypts the key
Key is output to:  

GUI for copy/paste
Text file for saving/transmission
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Text file for saving/transmission
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T h i l A hTechnical Approach

Acquire the RNG module
Write a GUI to interface with the moduleWrite a GUI to interface with the module
Test and export
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R ltResults
Three Stages

1: Early Success1: Early Success

2: Expansionp

3: Contraction
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St  1  E l  SStage 1: Early Success

Found CryptoSys API™

Appeared to meet all requirements

G t d d k i GUIGenerated random keys in GUI

Fully working in about 1 monthFully working in about 1 month
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St  2  E iStage 2: Expansion

Requested:
Encrypt/Decrypt keysEncrypt/Decrypt keys

Delivered:Delivered:
Chose AES128
Fully working in about 1 week
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St  3  C t tiStage 3: Contraction
Problem:Problem:

Discovered CryptoSys API™ was “written to 
comply with FIPS 140 2”comply with FIPS 140-2
Complete programs have to be validated, not 
just component modulesjust component modules

Solution:Solution:
Working deliverable -> Working certification 
submissionsubmission
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C l iConclusions
SummarySummary

Need good key generation
NIST and FIPS 140-2
CryptoSys API™yp y
CG-6 will submit for certification 
testingtesting
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